
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

Hac ex causa conlaticia stipe Valerius humatur ille Publicola et 
subsidiis amicorum mariti inops cum liberis uxor alitur Reguli 
et dotatur ex aerario filia Scipionis, cum nobilitas florem 
adultae virginis diuturnum absentia pauperis erubesceret patris. 
 
Et quoniam apud eos ut in capite mundi morborum 
 
acerbitates celsius dominantur, ad quos vel sedandos omnis 
professio medendi torpescit, excogitatum est adminiculum 
sospitale nequi amicum perferentem similia videat, 
additumque est cautionibus paucis remedium aliud satis 
validum, ut famulos percontatum missos quem ad modum 
valeant noti hac aegritudine colligati, non ante recipiant 
domum quam lavacro purgaverint corpus. ita etiam alienis 
oculis visa metuitur labes. 
 
Post emensos insuperabilis expeditionis eventus languentibus 
partium animis, quas periculorum varietas fregerat et laborum, 
nondum tubarum cessante clangore vel milite locato per 
stationes hibernas, fortunae saevientis procellae tempestates 
alias rebus infudere communibus per multa illa et dira facinora 
Caesaris Galli, qui ex squalore imo miseriarum in aetatis 
adultae primitiis ad principale culmen insperato saltu 
provectus ultra terminos potestatis delatae procurrens 
asperitate nimia cuncta foedabat. propinquitate enim regiae 
stirpis gentilitateque etiam tum Constantini nominis 
efferebatur in fastus, si plus valuisset, ausurus hostilia in 
auctorem suae felicitatis, ut videbatur. 
 
Quare talis improborum consensio non modo excusatione 
amicitiae tegenda non est sed potius supplicio omni vindicanda 
est, ut ne quis concessum putet amicum vel bellum patriae 
inferentem sequi; quod quidem, ut res ire coepit, haud scio an 
aliquando futurum sit. Mihi autem non minori curae est, qualis 
res publica post mortem meam futura, quam qualis hodie sit. 
 
Excogitatum est super his, ut homines quidam ignoti 
 
Vilitate ipsa parum cavendi ad colligendos rumores per 
Antiochiae latera cuncta destinarentur relaturi quae audirent. hi 

Recovering from a cyber crisis: 
The Maersk Case 
 
 

Centre for Cybersecurity 

On 27 June 2017, Maersk, the Danish shipping giant, 
faced the costliest cyberattack in the world to date. 
97% of the digital infrastructure of the company was 
compromised. Critical applications like the cargo booking 
system were unavailable. Customer contact details had 
been wiped out. Even business recovery plans were 
scrambled. As a result, ships, containers and merchandise 
were blocked in ports around the world.  
 

As the pressure built up from clients losing millions by the 
day and as authorities started knocking at his door, Adam 
Banks, Chief Technology and Information Officer at 
Maersk, faced the arduous task to rebuild the entire 
network infrastructure from scratch and in no time. Five 
lessons from the man who prevented a shipping giant from 
sinking. 
 

Lesson 1: be transparent, including with clients 
Maersk decided early on to communicate extensively 
internally and externally about the crisis mitigation activities 
and timeline. This decision would prove instrumental in 
securing third-party assistance that was critical to 
rebuilding the network infrastructure.  
 

Lesson 2: no matter your size or industry, get 
cybersecurity into your crisis plans now 
As an asset-centric company, Maersk’s most valuable 
assets are its vessels and terminals. As such, crisis 
management plans revolved around the latter, not the 
underlying technological infrastructure. Maersk had to 
borrow plans from financial firms, right into the crisis, to 
elaborate a mitigation strategy. A key lesson for Adam 
Banks was the imperative requirement to separate 
business continuity and disaster recovery plans, so as to 
limit the adverse effects of cascading technological 
dependencies.  
 

Lesson 3: prepare the board for agile leadership  
When all communication systems are down, when contact 
details have been wiped out from mobile phones, there is 
no other option than resort to face-to-face decision 
making, fast track procurement processes, and ad-hoc 
leadership processes. As technology suddenly became 
the scarcest resource in the company, the Chief 
Technology Information Officer effectively embraced a 

major leadership role during the crisis management. The 
resulting temporary management structure helped prioritize 
crisis decisions and execute strategy in all departments, 
from operations to finance, ensuring that rebuilding the 
infrastructure as fast as possible was priority number one. 
An agile leadership culture and shared trust amongst C-level 
execs is essential to do this.  
 

Lesson 4: build and maintain a trusted network to be able 
to get help fast 
Maersk had call-down contracts in place with multiple 
consultancies and was effectively able to draw in forensics 
expertise rapidly to unscramble compromised backups. The 
real challenge was to replace 3,500 servers in a week and 
prevent reinfection. Few consultancies, if any, have the 
ability to dispatch hundreds of network engineers globally 
and overnight. And so, Maersk’s leadership reached out to 
the C-level executives of its clients: they sent hundreds of 
engineers to support the recovery efforts and played a major 
role in turning things around. Transparency with clients, as 
described previously, was the precondition to this 
unprecedented cooperation effort. 
 

Maersk also asked several governments for help. If the 
company gave a lot information, they did not get anything 
back. More, government agencies did not share it at national 
or international level, so that Maersk wasted precious time 
repeating the same thing over and over again. To accelerate 
mitigation of global crises, Banks says governments should 
seek to harmonize practices to simplify incident reporting. 
They should also better exchange victim information 
multilaterally to let victims focus on response and recovery. 
 

Lesson 5: practice 
Banks admits now, there is no better way to prepare for 
crises than to exercise: “Experience is a good school, but 
the fees are high”. Maersk certainly paid a high price, but it 
proved resilient enough to get through. Not all companies 
would. In the aftermath of the crisis, Maersk revamped its 
entire crisis management approach and upgraded its 
insurance policy to include cyber incidents.  
 

Since then, Banks has been travelling the world sharing his 
story, hoping others will learn from Maersk to get ready 
before it is too late. 
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https://www.insurancebusinessmag.com/asia/news/breaking-news/marsh-gives-its-outlook-on-costliest-cyberattack-in-history-109309.aspx

